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sequenceDiagram
participant CU as Customer App
participant API as Laravel API
participant MT as Matching Service
participant DR as Driver App
participant PS as Payment Service

CU->>API: Request Ride (pickup, dropoff, type)
API->>API: Fare Estimation + Surge Check
API->>MT: Find Nearby Drivers (Redis GEO)
MT->>DR: Dispatch Offer (Push + Socket, 15s TTL)
DR->>API: Accept Ride
API->>CU: Driver Assigned + Live ETA
DR->>API: Arrived / Start Trip
loop Every 4 seconds

DR->>API: GPS Update

API->>CU: Live Location (WebSocket)
end
DR->>API: End Trip
API->>PS: Calculate Final Fare + Charge
PS-->>API: Payment Result
API->>CU: Receipt + Rating Prompt
API->>DR: Earnings Update
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flowchart TB
subgraph Clients
CA[Customer App - Flutter]
DA[Driver App - Flutter]
AW[Admin / Dispatcher / Fleet - Vue 3]
LW[Landing - Nuxt SSR]
end

CDN[CloudFront CDN] --> LW

Clients --> WAF[WAF + DDoS Protection]
WAF --> LB[Load Balancer ALB]

LB --> GW[API Gateway - Kong]

subgraph K8s [Kubernetes Cluster]
GW --> APP1[Laravel Octane Pods - Core API]
GW --> LOC[Location Service Pods]
GW --> WS[Soketi WebSocket Pods]
APP1 --> WRK[Horizon Queue Workers]
end

APP1 --> AUTHZ[ (Auth: Sanctum + Passport OAuth2)]
APP1 --> MYSQL[(MySQL 8 Primary + Replicas)]

APP1 --> REDIS[(Redis Cluster: Cache + GEO + Sessions)]
WRK --> MQ[[RabbitMQ]]

MQ --> NOTIF[Notification Workers]

NOTIF --> FCM[FCM/APNs]

NOTIF --> TW[Twilio SMS/Voice]

APP1 --> PAYG[Payment Gateway]

APP1 --> S3[(S3 Object Storage: Docs + Images)]
APP1 --> ES[(Elasticsearch: Search + Logs)]

APP1 --> GM[Google Maps Platform]

subgraph Observability
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PRM[Prometheus] --> GRAF[Grafana]
LOKI[Loki Logs] --> GRAF
SENTRY[Sentry APM]

end

K8s -.-> Observability
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Bl <a il Metabase 4gal 55 chuzsand Jslaa (o=S)) anall (¢ L)) ClickHouse ) aliais Glaal redidasy)

clewii + Grafana <lasl + Prometheus oswis (JSON — LOKI/ELK 4aa: Monolog :ddisally <dlal)
ikl ool 5 (aaY) &3 Sentry <Alertmanager (PagerDuty)

&) & — (composer — php-fpm/octane :Jal sl 33:3<) Docker L= ¢l — GitLab Cl :<bgaliy CI/CD
14 ~a&l Jualsi Rolling/Blue-Green < slul: Kubernetes (EKS) = Helm L& — Registry
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Kubernetes Sentry j
O A sama ¢ A a6 ¢5 jlixa i Docker + Kubernetes (EKS) +
ETNE! Helm DevOps
daal e Dl g gl pe daede Jaghad (GitHub Actions :J:x) GitLab ClI Cl/CD
danl pall 5 1SS ALE 63,805 485 g0 A0 Terraform + Helm Charts laC
D34S s e Places (bt Y L all
Roads AP e Google Maps Platform Al
Alas @y 3k + dualle wlillay 4kt Checkout.com) 4l 44 52 + Stripe LR
(Lxals L3 Apple Pay) (B=Y 22s3) (Telr / HyperPay / S
Ulae 8 285 5 Ladi) OTP U (355 50 e (Unifonic) ise 255« + Twilio SMS 4 5
G5hn  olan  oladll jlundl Firebase Cloud Messaging + i)
T APNs
Page 18|46

% +249123266589 H info@gravity-fayne.com @ www.gravity-fayne.com m Gravity FAYNE




) i) clidat cyiss |7

@l LAY 45 )8a 7.1

Native iOS Native Android React Native
(Swift) (Kotlin)

(JSITS) s (Dart) s S35 5 i sacld

(shid B JS jua) aa )y &) Gl 4ud .
| | / ey
= M (A (Impeller =
8 lias 3 lias 258 ae B 5 lian o
PN

- - . %60-55~) )y 5 8
i i ENPR /("6 f), ?im);éfj bl Al
dimilie Juailie idle Tas Alle Gl Jpua gl Ay
Gl 036 Gl U6 5 - (93 ) gl e
Jies B8 = gedes Jlias 40 A/RTL pe2

. . . Platform _xe okl ol 8

L L ailf |
Be »<be  Native Modules e Channels o Sl Jsaa sl
! gl idie S Jai iy (ld;ﬂ Jail) cligalai 8 el
sl Cania sall Cania Ul dglu it (i e Liiad saa) 5 s Y 4L sl Al

“*Flutter* :ixagsil 7.2
1) sall
Ulpall g skl DS 8 %4540~ (midy i 3 jind Shaeld G @l 55 4 = (liaie X (3l + Juee) (linki bl 30
bl sl 4 i

& Aba Y15 all 58 5 (B0fPS Al @il IS jat s lale 5 ey A2 A8 a Ganmy SIA anl) S jaa 1S 31

A Jaall ) & IV da 0l g0 RTL a2 tdm el .32
Platform sl daual ciilaly Jasd (3idy <l 3l VoIP Aslally a8 sall ciladd) dajall 4lal) <l juall 1 jhldal) 33
Aalal aie Ll LaSiw — daaie Channels
dlial cilas S ¢ 3aY1 ells i (e CarPlay/Android Auto Jis) Gesd) saad aUai ¢l e (s (3 sud) callad 13) € 850 dad
Al sale) (50 (Add-to-App) 4xés Flutter ks Jala

Page 19|46

% +249123266589 H info@gravity-fayne.com @ www.gravity-fayne.com m Gravity FAYNE




____1

PHP 2 ew )l dladieY) — &) Sl s | 8

ciliaiall (5 s g sill SUET LA PHP Jaai CaS (0 o e gaia gall 43 8) (2 jas PHP o 3 Ll 23] e Jpaal) llaia e 2L

Python
FastAPI

s

NET.

s

liese

Node.js/NestJS

pxd

Agallal

4o g gall 43 )ial) 8.1

PHP/Laravel
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dal) 4 9

(Deployment Diagram) 4.alidy) 4. ki 9.1

sl Ol S atll LS Lbsl) oS — (Mermaid) s 55 L
flowchart TB
U[Users] --> R53[Route53 DNS]
R53 --> CF[CloudFront CDN]
R53 --> WAF[AWS WAF + Shield DDoS]
WAF --> ALB[Application Load Balancer]

subgraph VPC [VPC - Multi-AZ]
subgraph PubA [Public Subnets]
ALB
NAT[NAT Gateway]
end
subgraph PrivApp [Private Subnets - App Tier]
subgraph EKS [EKS Kubernetes]
API[Octane API Pods x N]
LOC[Location Pods]
WSK[Soketi Pods]
HRZ[Horizon Workers]
KONG[Kong Gateway]
end
end
subgraph PrivData [Private Subnets - Data Tier]
RDSP[ (MySQL Primary) ]
RDSR1[ (Replica AZ-a)]
RDSR2[ (Replica AZ-b)]
REDIS[ (Redis Cluster x3)]
MQ[ [RabbitMQ x3]]
ES[(Elasticsearch x3)]
end
end

API --> RDSP
API --> RDSR1
API --> RDSR2
API --> REDIS

HRZ --> MQ
API --> S3[(S3: Media + Docs + Backups)]
CF --> S3

RDSP -. Cross-Region Replication .-> DR[(DR Region Standby)]
S3 -. Replication .-> DRS3[(DR S3)]

MON[Prometheus + Grafana + Loki] -.-> EKS
BK[Backup: Snapshots + binlog PITR] -.-> RDSP

Aadl) 4 clige 9.2

(AZ)« HPA ialil 3 3 e sie 3 <

e 0S5 Pods Jaii EKS (EC2) i Gkl a2l 2

aiaphy Multi-AZ «)lxs WebSockets I NLB + (7 4ak) ALB daall (53 5

Ol sal) als ykla s K8s = Kong API 4 s

Ll 60 > Al Jus ¢k E + RDS MySQL 8 Multi-AZ i) sacld a0l s
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ElastiCache Cluster Mode (3

ek O8I AR U (Shards x Replica Redis
i Quorum ) 2= 3 28 Amazon MQ .
Ly o
Jil) lasd Y OEves RabbitMQ
Multi-AZ e 3 li OpenSearch Elasticsearch
%99.999999999 4ilia S3 (Versioning + Lifecycle) sl ¢y 383
dinplay alle Agld ) s Llén CloudFront CDN
AR A s Prometheus + Grafana + Loki + -
Aliiee 438 | all
e e Alertmanager Eas
Ghliall 3 ple Fu AWS Backup + S3 Glacier Byl adla
(Warm Standby): 45U dikia €l e b
48 RTO 260 i 3als Replicas + 1aC ) SY (e iladl
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adl Al cldial g2 .10

(Development) _:skill 4 10.1

s« Docker Compose si aals ada o3l sall
vCPU /16 GB 4 CPU / RAM

GB SSD 200 3l

Ubuntu 24.04 LTS el alis

(Wae cilexsll US) Docker Compose sl

(Testing/Staging) =Y/ Ly 4in 10.2

(VCPU /16 GB 4) x 2 : j2ae K8s 258 Jaal)

Multi-AZ o522 RDS db.t4g.large (2 vCPU / 8 GB) Gyl 3ac @

8 g 83 jha grnsd Redis / MQ

GB 500 CpoAdl

U T lens Aiae A3si 3 jrmae dan 5 JalS5 il sl (UAT il

(Lass A3, 5,000~ / (11550 1,000 / Jawss pddicaa Cill 5O~ fia) s (3Uai — 1Y) 10.3

GB 100 GB 16 vCPU 4 K8s (uki Jie

MySQL (Primary

GB gp3 500 GB 16 vCPU 4 1+1 (Multi-AZ

GB 500 GB 8 vCPU 2 1 Replica 8

_ GB6 VCPU 2 2 Redis

(Primary+Replica)

GB 50 GB 4 vCPU 2 2 RabbitMQ

eTB 2~ _ _ — il @Uaill
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GB 500 GB 16 vCPU 4 3 OpenSearch
e/ TB 15~ — — — gl @laill

(Lass Us 5 +500,000 / () 5 +100,000 / Opadiiunall (D) S (s — UGN 10.5
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S | pacld et 11

(Lusaall Jglaall s — ERD) cilidall g il Jahia 11,1

sl Ol S atll LS Lbsl) oS — (Mermaid) s 55 L

erDiagram
USERS ||--o{ RIDES : requests
USERS ||--o| WALLETS : owns
DRIVERS ||--o{ RIDES : fulfills
DRIVERS ||--o| WALLETS : owns
DRIVERS ||--o{ VEHICLES : registers
DRIVERS ||--o{ DRIVER_DOCUMENTS : uploads
FLEETS ||--o{ DRIVERS : manages
RIDES ||--|| RIDE_LOCATIONS : tracks
RIDES ||--o| PAYMENTS : settles
RIDES ||--0{ RATINGS : receives
RIDES }o--|| RIDE_TYPES : classified
RIDES }o--|| SERVICE_ZONES : within
PAYMENTS | |--0o{ WALLET_TRANSACTIONS : records
PROMO_CODES | |--0{ PROMO_REDEMPTIONS : redeemed
USERS ||--o{ PROMO_REDEMPTIONS : uses
USERS ||--o{ SUPPORT_TICKETS : opens
SERVICE_ZONES ||--o{ PRICING RULES : governs

(Vs> 60~ (s cibaiia) dyeasi 1) Jglaadl 11.2

ciliadla iy gaall Baes Y Jdssd)

id (ULID), phone (unique), name,

phone e et email, locale, status, created_at users
id, user_id, fleet_id, status,
status+city o=l rating_avg, acceptance_rate, drivers
city_id
id, driver_id, plate_no, model, .
vehicles

ride_type_id, approval_status

id, driver_id, type, s3_key,

e e .
el Cilgi expires_at, status driver_documents
id (ULID), user_id, driver _id,
ride_type_id, zone_id, status,
s alaa pickup_lat/Ing, drop_lat/Ing, fides

distance_m, duration_s,
fare_breakdown (JSON),
scheduled_at, created_at

ride_id, lat, Ing, speed,

L5 90 22y 52,L 48 )i ol cdla )l e recorded at

ride_locations

id, ride_id, method, gateway,
a)b=ACID gateway_ref, amount, currency, payments
status, idempotency_key (unique)

id, owner_type, owner _id,

wallets
balance, currency

258 e (Balda 5 (B a )l
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ciiadla 4y gaall o.\.@‘}\ djéal\

id, wallet_id, direction, amount,
balance_after, ref type, ref_id

Cidag W Ji Y agd

wallet_transactions

promo_codes /

+ o< ; 1a350Y) 5 3 58l :
user+code S < o et ¢ 5258 promo_redemptions

zone_id, ride_type_id, base,
per_km, per_min, min_fare, pricing_rules
cancel _fee

zone_id, multiplier, starts_at,

surge_windows
ends_at ge_

ratings, support_tickets,

Append-only J audit_logs _ notifications, audit_logs

fraaill g aseil) s i) 11.3
rides(user_id, <rides(driver_id, status, created at) :dsill CladlainVU dga se 48 5 1o lgdll
.pt-query-digest slow query log = 4252 422l « ;payments(gateway_ref) «created_at)
sle ¢oed RANGE sl notificationss ride_locationss rides Jsla :(Partitioning) asddl
(J88 O ALS ludl Cada g 485 )l 5 Alua — created_at
ALl el 8l 4s s ProxySQL ¢Primary—2 Replicas ¢+ 44 (Replication): GTID Jilaiall el
.(Replication Lag &) Primary (! da s 40 Jisel 8 JS 5 QLUK 5 ol Bl (o )
3ile dge saud A3 ¢(G18) 5 > Ay PITR) dxie) 4y 5V salain) = jaiss binlog + 4e sy 4l <ol 1 Jalial) gl
(Fisa g g Bl SR ¢ glaliall
el il ilay Juab (2) el (1) sl 2hall Uoed ala il il Ji &5 m <ol 1(Sharding) 4l
(wliaills e JOINs ¥ <ULIDs) Jwall hbadll s — city_id 7l 82 Payments/Locations:« )3( Sharding
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(API) i) Ay cilgal g ppanal 12

sl 12,1

/vl/rides) gex slesd s chttps://api.platform.com/vl/. . . : judl 8 jaa) <3 50 JSON dasal 2 )l 50 REST
.(/v1/drivers

o sdil) g ABalaal) 12,2

NEEG 4

RS256 af s didy 15 dada — Cailell iyl JWT (Access Token)

1Y) sale) (23S + (Rotation) phasiel 0S xie al3l) 50

¢ - 5 I
Los 30 ndha — alilall Jay Refresh Token

Authorization Code + A Al COllSill 5 <is Hall 4 5

Client Credentials s PKCE OAuth2 (Passport)

(wallet:withdraw ,rides:read) 4&ds cililai e ) U< Scopes/Abilities
Al sh mlaa 12,3
A cuilal)
— 438520 Ll Giny deln/5 OTP ole dady/clla 60 1z tie o
429 253 )5 X-RateLimit-* ) Rate Limiting
‘ = imit= 3 ) a3 58 =
(?cursor=...&Llimit=25) 5,x8l A1l 8l Cursor-based Eesfttan

311 s 1) A0l Cladia

?filter[status]=completed&filter[from]=2026-01-

01&sort=-created_at Filtering / Sorting

;\l;)l\ c\.ﬁdb Céﬂ\ Lv\,_\LuJ L;‘“)M Idempotency-Key wb |demp0tenCy

{type, title, :RFC 7807 (Problem Details) ixxa TR
5 5a )se y status, detail, errors{}} .

(Attributes) + Swagger Ul 52l (5 2 5 OpenAPI 3.1 5840

5 ala Postman 4w +

APl Bilas 3835 bhis 12,4

il Sl g 6 eail] LlE hhial 5 € — (Mermaid) s s bl

sequenceDiagram

participant App as Mobile App

participant API as Laravel API

participant R as Redis

App->>API: POST /v1/auth/otp/request (phone)

API->>R: Store OTP hash (TTL 120s, attempts=5)

API-->>App: 200 OK (otp_token)

App->>API: POST /vl/auth/otp/verify (otp_token, code)
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API->>R: Validate + consume

API-->>App: 200 {access_token IWT 15m, refresh_token 30d}
App->>API: GET /vl/rides (Bearer access_token)
API-->>App: 200 Data

App->>API: POST /vl/auth/refresh (refresh_token)
API->>API: Rotate + detect reuse

API-->>App: 200 New token pair
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i) 4y jlaral) 13

Claual) daxtia 8&"3’ 13.1

sl Ol S atll LS Lbsl) oS — (Mermaid) s 55 L

flowchart LR

A[Internet] --> B[Shield DDoS]

B --> C[WAF: OWASP CRS Rules]

C --> D[TLS 1.3 Termination]

D --> E[Kong: Rate Limit + Auth]

E --> F[Laravel: Validation + Policies + CSRF]

F --> G[(Encrypted Data Layer)]

G --> H[KMS + Secrets Manager]

=

RS256¢ Refresh exdl juad JWT ¥ dadll 28 OTP
2FA Sl Adall by phasin¥) sale) IS Rotation .
(='3Y TOTP) 5 Y1 cilual

fase ca) 5all (5 sie e Laravel Policies <l + RBAC

e ol i cpnem 3o St

iyl 8 HSTS« Certificate Pinning s TLS 1.3 Jaill ol ezl
laal) Pl dsis 85 <83 (KMS) s uh@‘;ﬁ‘ﬁiZjS sl i il
S el (A il Y — AWS Secrets Manager / Vault FICIER
Cl & (gitleaks) by jud (and ¢ A 5935 cg 2 il )

o Ll A5 e byl 48,k (3l ol Security ng&s‘ sl

IP + Shield 4z 23 8 + OWASP CRS 2= & AWS WAF WAF / DDoS

| dzal [ O elae Jay i
@) Al e+ | pas 2 » Eloquent/Query Builder SQL Injection

Raw SQL
HTML s i la (Blade/Vue): CSP (Sl s jaa jae 5 XSS
el Al
¢ gl Al )
(Sanctum SPA)¢ cusll s sl CSRF s« CSRF

SameSite=Strict
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